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INTRODUCTION

3 6  Y e a r s  i n  t h e  I T  F i e l d

• 16 years with Charlotte County

• Helpdesk Supervisor
• Operations Manager

• Sr Division Manager

• Past President – FLGISA

• Testified before Florida Cybersecurity Task Force Dec 2019 

• Manatee County
• Systems Analyst

• Security Analyst

• Bridgewater State University (College)

• Systems Manager

• Mass General Hospital

• Computer Operator
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LANDSCAPE
• Cyberattack Forces a Shutdown of a Top U.S. Pipeline
• Chinese government hackers targeted Microsoft’s 

enterprise email software
• Unknown hackers attempted to raise levels of sodium 

hydroxide in the water supply of Florida city
• Solarwinds – Software Supply-Chain
• The U.S. Department of Homeland Security revealed 

that hackers targeted the U.S. Census Bureau
• American healthcare firm Universal Health Systems 

sustained a ransomware attack
• Hackers threaten to release police records, knock 911 

offline – Washington DC
• Metropolitan Transportation Authority attacked by 

suspected Chinese hackers – NY
• JBS – Meat distributor - Ransomware
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TYPES OF CYBER ATTACKS

• Ransomware and Extortion
• Theft of PII/PHI
• Business Email Compromise (BEC)
• Fraud
• DDOS
• Doxing
• Website Defacements
• Theft of IP
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COMMON TACTICS

• Phishing/Spear-Phishing
• Watering-hole Domains
• Credential Gathering
• Open Source and Network 

Reconnaissance
• Host-based exploitation
• Targeting Industrial Control 

Systems (SCADA)
• Supply Chain Compromise
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COVID-19

Govtech.com

Bizjournals.com: "Cyberattacks on the rise during the 
Covid-19 pandemic"
•Government Technology: "How Is Covid-19 Creating Data 
Breaches?"
•BBC: "Coronavirus: How the world of work may change 
forever"
•Interpol.int: "INTERPOL report shows alarming rate of 
cyberattacks during COVID-19"
•Techxplore.com: "Ransomware surge imperils hospitals as 
pandemic intensifies"
•PR Newswire: "Top Cyber Security Experts Report: 4,000 
Cyber Attacks a Day Since COVID-19 Pandemic"
•ZDNet: "COVID-19 pandemic delivers extraordinary array 
of cybersecurity challenges"

https://www.bizjournals.com/cincinnati/news/2020/06/01/cyberattacks-on-the-rise-during-covid-19.html
https://www.govtech.com/blogs/lohrmann-on-cybersecurity/how-is-covid-19-creating-data-breaches.html
https://www.bbc.com/worklife/article/20201023-coronavirus-how-will-the-pandemic-change-the-way-we-work
https://www.interpol.int/en/News-and-Events/News/2020/INTERPOL-report-shows-alarming-rate-of-cyberattacks-during-COVID-19
https://techxplore.com/news/2020-11-ransomware-surge-imperils-hospitals-pandemic.html
https://www.prnewswire.com/news-releases/top-cyber-security-experts-report-4-000-cyber-attacks-a-day-since-covid-19-pandemic-301110157.html
https://www.zdnet.com/article/roundup-the-coronavirus-pandemic-delivers-an-array-of-cyber-security-challenges/
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LOCAL  GOVERNMENT LANDSCAPE
• Three-fourths of ransomware attacks in Florida over the 

last 3 years targeted public sector*

• 78%, involve a local-government victim.*

• Several cases of government vendors being hit, Tyler, 
BillTrust, Superion, Solarwinds

• Ransomware Attack Affects Computers In 22 Towns In 
Texas ...

• Oldsmar Water Plant

• Ohio County Computer System Recovers from Malware 
Attack

• In 2020, at least 2,500 U.S. government entities, health 
care facilities and schools were victimized by 
ransomware. (Emsisoft)

*https://statescoop.com/florida-ransomware-public-sector/

https://blog.emsisoft.com/en/37314/the-state-of-ransomware-in-the-us-report-and-statistics-2020/
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• Limited budgets/Lack of funding

• Lack of IT expertise

• Insufficient cyber awareness

• PII/PHI

• PCI

• Executive buy-in/support

• Culture – convenience & easy access vs security

• More Than Just Monetary Damage - corrupting 
databases, erasing critical files and wreaking havoc 
on municipal networks, exfiltration/release of data
• Reputation
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WHAT ELSE IS NEEDED?

• State & Federal Funding/Grants

• Better Communication/Coordination between the 
state and local government

• Better response to cyber crime from Law 
Enforcement/Federal Government

• Certification of 3rd Part Providers 
(FedRamp/Stateramp)

• Educated Workforce
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• MS-ISAC/EI-ISAC/CIS
• Multi State & Elections Infrastructure –

Information Sharing & Analysis Center
• https://ms-isac.org https://ei-isac.org

http://ms-isac.org/
https://ei-isac.org/
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Information Sharing & Analysis Center
• https://ms-isac.org https://ei-isac.org

• CISA  - Cybersecurity & Infrastructure Security Agency  
- DHS – https://CISA.org

• FLGISA – Florida Local Government Information 
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• NACo – https://Naco.org
• NACo Cyber Security Priorities and Best Practices

• FBI InfraGard - https://www.infragard.org/

• SANS Institute - https://isc.sans.edu/
https://www.sans.org/

http://ms-isac.org/
https://ei-isac.org/
https://cisa.org/
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THANK YOU

QUESTIONS?

R a y  D e s j a r d i n s ,  C G C I O R a y . D e s j a r d i n s @ c h a r l o t t e c o u n t y f l . g o v

F L G I S A . O R G


